/06 



1 




/AE-f-C VrA*T 




-ft 



77 



■ A 



L Or\§<Y-JL 




'Database 



Fit- t 




— i — i — : — I — i— 1 — i — 1 — | — I — 1 — i — !~ i~ 

t--i"t"i*T;;j :L;;;lXLi3L 



• 



%Q€: i 




i i 



Per &a - 



i i ; ! i I | i I I ! 



.rje-i irty 



1 U_jJ._L ! '44 



\6± 



2Me 



-U4- 



4-4- 



44 



44 



i i 



.L.L 



■ ! 




a/7 



4-r 



OVERALL SYSTEM FLOW 



USER PRESENTS IDENTIFICATION TO FINANCIAL 
INSTITUTION 



FINANCIAL INSTITUTION ESTABLISHES ACCOUNT FOR USER 



USER, AT USER SYSTEM, CREATES ORIGINAL SIGNATURE 
FOR FIRST USER IDENTITY 



USER SYSTEM TRANSMITS ORIGINAL SIGNATURE TO 
CERTIFICATION SERVER 



CERTIFICATION SERVER STORES ORIGINAL SIGNATURE IN 
SIGNATURE DATABASE IN CONJUNCTION WITH USER 
ACCOUNT 



USER BROWSES MERCHANT'S ONLINE CATALOG, SELECTS 
ITEMS FOR PURCHASE 



USER SYSTEM TRANSMITS PAYMENT INFORMATION TO 
MERCHANT SYSTEM 



MERCHANT SYSTEM GENERATES CHALLENGE CODE, 
TRANSMITS TO USER SYSTEM 



USER SYSTEM REQUESTS PIN FROM USER 



USER ENTERS PIN FOR FIRST USER IDENTITY 



"X" 



FIG. 3A 



330 



USER SYSTEM GENERATES REAL TIME SIGNATURE IN 
DEPENDENCE UPON CHALLENGE CODE, PIN FOR FIRST 
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CERTIFICATION SERVER CALCULATES WEIGHTED SUM OF 
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CERTIFICATION SERVER DIGESTS NEWLY RECEIVED PRE- 
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